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e To be most productive with Microsoft Edge, finish setting up your browser. Maybe later
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You don't have any file shares yet. Click '+ File share' to get started. X BCaI N Resresh
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© Set share-level permissions
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When you enable identity-based access, you can set for each share which users and groups have access to that particular
share. 10. BRIDD 1> FOT, [T—HABL—SJL—FOT(ECHB[T7

Once a user is allowed into a share, NTFS permissions on individual files and folders take over. This allows for fine-granular A1IHEZIOVVIOULET,
control over permissions, similar to an SMB share on a Windows Server.
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Enable Azure Active Directory Domain Services authentication

Not sure this is the right option for you?
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Overview of Azure Files identity-based authentication options
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0 Azure Active Directory (AAD) is not a domain controller, only a directory service. User accounts soley based in AAD are
currently not supported.
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When you enable identity-based access, you can set for each share which users and groups have access to that particular
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Once a user is allowed into a share, NTFS permissions on individual files and folders take over. This allows for fine-granular AIWHBEZEIOIVVIUET,
control over permissions, similar to an SMB share on a Windows Server.

© Set share-level permissions
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Identity-based access

Identity-based access can be enabled in two steps for a particular share in this storage account.
This allows individual users to use their Active Directory account to gain access to a specific file share.

© Enable an Active Directory source

In this first step, choose the Active Directory source that contains the user accounts that will access a share in this storage account.
You can set up identity-based access control for user accounts located in these domain controllers:

@ Active Directory domain controller you host on a Windows Server (generally referred to as “"on-premises AD" even though you might host these servers in Azure)

@ Azure Active Directory Domain Services (AAD DS), a platform as a service, hosted directory service and domain controller in Azure

o Azure Active Directory (AAD) is not a domain controller, only a directory service. User accounts soley based in AAD are currently not supported.

Active Directory Azure Active Directory Domain Services
Disabled Disabled
Setup Setup

© set share-level permissions

When you enable identity-based access, you can set for each share which users and groups have access to that particular share.
Once a user is allowed into a share, NTFS permissions on individual files and folders take over. This allows for fine-granular control over permissions, similar to an SMB share on a

Windows Server.
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