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Windows Virtual Desktop Azure portal and
Microsoft Teams integrations are generally
available

2FB: 78 28, 2020

In April 2020, we released the public preview of Azure portal integration (also called the Spring Update)
which made it easier to deploy and manage Windows Virtual Desktop. We also announced a new
audio/video redirection (A/V redirect) capability that provided seamless meeting and collaboration
experience for Microsoft Teams. Both these capabilities are now generally available.

With the Azure portal integration, you get a simple interface to deploy and manage apps and virtual
desktops. Host pool, workspace, and all other objects you create are Azure Resource Manager objects and
are managed the same way as other Azure resources. You can provide fine-grained access to Windows
Virtual Desktop resources using role-based access control, publish remote apps and desktops to AAD
groups instead of individual users and troubleshoot issues faster with Azure Monitor.
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*.wvd.microsoft.com Service traffic WindowsVirtualDesktop
WAZE mrsglobalsteus2prod.blob.core.windows.net 443 Agent and SXS stack updates AzureCloud
WA *.core.windows.net 443 Agent traffic AzureCloud
DAY *.servicebus.windows.net 443 Agent traffic AzureCloud
WA gcs.prod.monitoring.core.windows.net 443 Agent traffic AzureCloud
WHZH catalogartifact.azureedge.net 443 Azure Marketplace AzureCloud
%Y kms.core.windows.net 1688 Windows activation Internet
WAZE wvdportalstorageblob.blob.core.windows.net 443 Azure portal support AzureCloud
WA 169.254.169.254 80 N/A
W 168.63.129.16 80 N/A
= *.microsoftonline.com 443 Authentication to Microsoft Online Services None
= * events.data.microsoft.com 443 Telemetry Service None
= www.msftconnecttest.com 443 Detects if the OS is connected to the internet None
= *,prod.do.dsp.mp.microsoft.com 443 Windows Update None
£F= login.windows.net 443 Sign in to Microsoft Online Services, Microsoft 365 None
F= * sfx.ms 443 Updates for OneDrive client software None
= *.digicert.com 443 Certificate revocation check None
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https://docs.microsoft.com/en-us/azure/virtual-machines/windows/instance-metadata-service
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview#azure-platform-considerations
https://docs.microsoft.com/en-us/azure/virtual-desktop/safe-url-list
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23.102.135.246

Virtual machines

The Azure virtual machines you create for Windows Virtual Desktop must have access to the following URLs:

Azure Cloud(3Azure
£2)—->3>0D
2TOH—EX

Address Outbound TCP Purpose Service Tag
peort
*wwd.microsoft.com 443 Service traffic WindowsVirtualDesktop
mrsglobalsteus2prod blob.core.windows.net 443 Agent and 5X5 stack updates AzureCloud
*corewindows.net 443 Agent traffic AzureCloud
*servicebus.windows.net 443 Agent traffic AzureCloud
gcs.prod.monitoring.core.windows.net 443 Agent traffic AzureCloud
catalogartifact.azureedge.nat 443 Azure Marketplace AzureCloud
P kms.core.windows.net 1688 Windows activation Internet
wvdportalstorageblob.blob.core.windows.net 443 Azure portal support AzureCloud
169.254,169.254 80 Azure Instance Metadata service M/ A
endpoint
168.63.129.16 80 Seszsion host hezlth monitoring M/A
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1. Automationt&::

(WVDAutoScaleRunbookARMBased)

2. Logic Appt:ZR
(Hostpool_Autoscale_Scheduler)
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) WVDAutoScaleRunbookARMBased (testwvd-automation/WVDAutoScaleRunbookA

EEEHEE

$h-t - FIINYI-F1YT

[Cmoleteinging(supportsshouldprocess)]
param DE

v {
[version]sversion = '2.1.35

[Parameter(nandatory = $false)]
SHebHookData

sregion set err action preference, extract & validate input rqt par|

case it's not of the desired type]
a = [PsCustomobjectIsuebrookoata

function Get-PsobjectFropval {

properties(skey]

(¢
return $Prop.value

return spefault

bR alae S L SE)

o HostPool_Autoscale_Scheduler | 0397 77U THAF—

w4, & H &z X == = I-FE1- (8]

B&EY-L

B OYy2 FTUTEAS -

SaginPeakTime':

b83-Td0b-4ia2-a820-5e08058i0d

akTime"

Microsoft Azure

Haos

2 Host Pool Autoscale Scheduler =
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g
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4 Windows Virtual Desktop

= Top 10 Connection Errors

Top 10 Feed Errars

Connection Errars

Session duration

Top 10 average session
duration by user

Top 10 most active users
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Ad—JEERT S
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D Ja—Fitws 2= AT

BEonE: s1ucEELET )| g es v |o ussear— v

1 // Top 18 Connection Errors

2 // Bar Chart of top 18 none service-related connection errors by user count in the last 24

hours.

g 21T T52..

3 // Query top 18 connectieon errors by number of users experiencing a specific error.
4 /) Alternatively replace "UserName" in the query by "CorrelationID" to see how often the

error has occurred.
5 // The "CorrelationId” is unique for each connection attempt.

6 [/ The flag on "ServiceError” helps to focus on issues that are more likely mitigated by

administrative tasks.
7 // Change the ActivityType based on the issues you are troubleshooting.

3 WVDErrors

9 | where TimeGensrated > ago(24h)

18 | where ServiceError == "false"

11 | where ActivityType == "Connection”

12 | summarize UserCount = count(UserName) by CodeSymbolic
13 | sort by UserCount desc

14 | top 1@ by UserCount

15 | render barchart
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Lo

p ]

;

165



O20I1TY (U>2J)L) : WVDERIRR
e OTUMNSR : I—H—HA > KR

OJ4oxIV : A—Y-—-aasittyv s 3 R

WVDConnections
|where TimeGenerated >ago(1d)
|where State == “Connected”
|Project Correlationld, username, ConnectionType, StartTime=TimeGenerated
|Join (WVDConnections
| where State == “"Completed”
| project EndTime = Timegenerated, Correlationld)
on Correlationld
|Project Duration = (EndTIme-StartTime)/1m, ConnectionType, UserName, StartTime
|summarize sum(Duration) by username
|render piechart;
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Perf
| where CounterName == "% Processor Time"
| where objectName == “Processor"

| summarize avg(CounterValue) by Computer, bin(TimeGenerated, 15m)
|render timechart;
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|where TimeGenerated > ago(7d);
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Heartbeat

|where TimeGenerated >ago(7d)

|summarize heartbeat_count=count() by computer, bin(TimeGenerated,1h)
|sort by computer, TimeGenerated asc;
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